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Abstract 
 
 

The most harmful tipologies of organized crime demonstrations, represent a direct threat to democracy and 
the rule of law; undermine the development of state and society, in terms of exercise of rights and public 
freedoms. Faced with this reality, security agencies of states and supranational organisations, have deployed 
many tools of various kinds for containment and eradication for this phenomena. Of all these, the criminal 
intelligence stands out for its potential, not yet conveniently exploded. Discipline that has found a natural ally 
in criminology studies to deepen the understanding of phenomenology and etiology of organized crime, such 
as shared object of analysis. 
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1. - The Contribution of Criminology Studies on Intelligence 
 

A priori it may seem that criminology as a discipline works outside intelligence studies. However, this 
empirical and interdisciplinary science brings extremely valuable elements for the analysis of the factors and 
circumstances in the human and social spheres related to the emergence, the commission and the avoidance of crime 
(Sansó-Rubert, 2008). Criminal intelligence provides the scientific knowledge indispensable for the development of 
analysis for consumers, so that policymakers or agencies responsible for the prosecution of crime, have sufficient 
evidence for the adoption of appropriate responses. Criminological research in general, and in organized crime in 
particular, provides us with a valuable tool for the development and enrichment of criminal intelligence. It allows us 
to acquire a deep understanding of the etiology of organized crime and its phenomenology. It also allows us to 
progress and know what happened at the crime scene, what is happening and why, and what is most likely to happen 
in the future (Sansó-Rubert, 2012). In short, it provides a specialized and structured knowledge about the criminal act, 
facilitating global comprehension of the criminal threat in the context of polymorph security and a continuous 
transformation. 
 

2. - The Evolution of the Organized Crime Phenomenon: Consolidation of the Threat to the State 
 

Organized crime today constitutes an unquestionable challenge. Organized criminal groups have emerged and 
grown in Asia, Latin America, Africa, Asia-Pacific, Europe and the United States; no region of the world and no 
political system has managed to hinder its emergence or managed to have a convincing success in its elimination. The 
transformations that organized crime has gone through in the last decades, especially its determination to operate in 
the transnational sphere, have facilitated its continuous evolution, making possible its adaptation to the environment 
in which it seeks to carry out its illicit activities, to avoid a loss of competitiveness and efficiency. This has been a 
somewhat successful process to the point of making organized crime a phenomenon capable of eluding and even 
confronting the punitive actions of the State. 
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At the beginning of the 21st century the resilience and solidity of the criminal organizations and the illicit 
markets in the international stage is evident. So much so, that the main prospective studies on the subject agree that 
the criminal phenomenon in its transnational dimension will continue its global expansion during the first decades of 
the current century, conveniently exploiting the permeability of both the State´s territorial borders and its 
administrations. The main concern resides in the determination of criminal organizations to infiltrate and take root at 
the structural level, especially political and economic, aspiring to remain as chronic social ills (Sansó-Rubert, 2011). 
Even more so when its invulnerability is amplified with access to power (economic, political or social). At the same 
time, the diversifications of both legal and illicit activities developed by the criminal organizations are as varied as they 
are fruitful. Any imaginable activity that is lucrative will be pounced upon by these organizations, generating more 
criminal scenarios as a consequence of criminal contagion. The main idea that substantiates the dangerousness of 
criminal association resides in the construction of rationally oriented structures for the planning and execution of the 
crime, the harboring of its members to avoid institutional persecution, as well as an efficient division of labor. All of 
the above, added to the transnationalization, generate multiple difficulties to the agencies and institutions responsible 
for the persecution of crime. Criminal organizations have opted to relocate to those countries with the most favorable 
characteristics to accomplish their aims, in their search for  better and more efficient self-protection. States with more 
lax legal systems, with more permeable immigration laws and underdeveloped or outdated criminal policies, have been 
the favorite candidates (Sansó-Rubert, 2006). 

 

They also possess an abundance of means for the commission of crime, and they constitute networks that are 
difficult to access, they protect their decision-making nodes and have highly sophisticated technical means due to their 
high purchasing power. They systematically resort to financial engineering and money-laundering to hide the 
economic results of their operations and to keep their ill-gotten gains. Coherently, they use all the tools at their 
disposal to hide all traces of their crimes (Anarte Borrallo, 1999). The implementation of this work philosophy hinders 
the work of the different crime-fighting agencies in that it doesn´t allow them to have a deep understanding of their 
inner workings, activities, structure and organizational capabilities. It has been said that criminals have always sought 
to leave no trace of their crimes or have tried to make the evidence disappear (Elvio Fassone, 1997), but criminal 
organizations have elevated this almost to the level of a science. And to that effect, as well as developing a culture of 
group security (Albanese and Das, 2003), they use violence, intimidation or corruption. In short, the criminal culture 
of the suppression of the evidence doesn´t just encompass the forensic prophylaxis (the neutralization of evidence 
that could be used for criminalist exploitation) but also the proactive concealing of the whole criminal cycle (Sansó-
Rubert, 2010). The “x-ray” of the organized crime scene outlined in this analysis, reflects a permanent confrontation 
between the security agencies and the criminal organizations designed to neutralize each other. This cycle of action-
reaction evidences a real “battle of the brains”. In this sense, organized crime plays with the advantage of an 
asymmetric conflict framework and their lack of ethical and moral restrictions, while the capabilities and 
maneuverability of the State´s agencies are constrained by their respective legal frameworks (Sansó-Rubert, 2010). 
 

3. - The Insufficiency of Traditional Organized Crime Fighting means and the Necessary Redefinition of 
the Prevailing Security Model: from Reactive to Preventive 

 

A detailed analysis of the practical applications of the fore mentioned criminal culture allows us to infer a set 
of measures, both preventive and reactive, of a varied nature. A wide range of actions are being used by the criminal 
organizations to protect themselves from being investigated (counterintelligence). To that effect, criminal 
organizations carry out informative poisoning (disinformation) and even baits with the use of “honeypots”, to test and 
measure the response of the State security agencies and the Intelligence Services. By using these strategies they can 
detect the extent of the surveillance and monitoring that their members are being subjected to. Not in vain, criminal 
organizations carry out different activities destined to cancel out infiltration attempts by the security agencies 
(counterintelligence), and they try to hinder any attempts by the State to gain a deeper knowledge and understanding 
of these organizations. At the same time they devise ploys to gain information about the political, economic or 
security spheres that will allow them to exploit them at their convenience, permeating public and private institutions. 
In that respect, it is important to highlight the way in which these organizations have used the transformations that 
have occurred in the field of new technologies.  
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To be more precise, as well as incorporating in their activities the most advanced technological means, they 
have also invested heavily in their information and intelligence-gathering capabilities. Criminologically speaking, 
another characteristic feature of the masking of criminal activity is the structure adopted by the organization itself. 
Hence the tendency to replicate administration and operational patterns used by the business sector, encouraging the 
illegal control of legal economic sectors, both in the public and private spheres (Fijnaut, 2000), in order to provide a 
legal cover for illegal activities. It should be especially emphasized the threat posed by organized criminal groups that 
are committed to network structures (Arquilla and Rondfeldt, 2003); this represents an upward trend due to the 
operational advantages, as well as the additional protection against security agencies it confers. Thus, by partitioning 
the group (and information) in cells with varying degrees of autonomy, the knowledge and decision-making processes 
both at the organizational and functional levels are reserved to the most senior level of the leadership, hence hindering 
any infiltration measures. In addition to the structural factor, cooperation between organizations and the outsourcing 
of certain tasks entangle even further the grasping of the criminal phenomenon. The recourse to individuals 
(facilitators) or structures that do not strictly belong to the organization at certain stages of the criminal cycle is due to 
the specialization of the service offered. They provide financial, economic, technical, logistical, commercial and legal 
services, as well as extensive experience in risk control, enabling them to increase both the safety of the operations 
and the benefits gained from them. There are even organizations specialized precisely in providing a legal cover for 
illegal activities: operations security (Gambetta, 2007), logistical support (concealment, transportation, storage,…), 
operating as just another link in the organized crime chain. 

 

The instrumentalization of violence and corruption are commonly accepted, defining characteristics of 
organized crime. Both are especially important when in addition to their use in the commission of crimes, to maintain 
internal discipline or to resolve conflicts with rival criminal groups, they have as their objective the elimination 
(through intimidation or destruction) of people who might harm their lucrative activities; preferably members of the 
Security Forces (Sánchez García de Paz, 2005), members of the Judicial system or witnesses. The hitherto exposed 
observations – the important changes both in the form of commission of the offence and in its concealment – invites 
and open discussion about the challenges in the field of security.  Especially since the proven resistance to the crime-
fighting tools traditionally employed, which have been eminently repressive, has led to them losing their operational 
efficiency. Today, security intelligence is torn from an outdated response, so its application to the field of organized 
crime counterintelligence, represents a range of challenges and opportunities beyond the mere gathering of evidence. 
 

4. - Some Reflections on the Exploitation of Criminal Intelligence in the Fight against Transnational 
Organized Crime: What is it, and what is it Useful for? 

 

Twenty-first century policing, as already shown, cannot be exclusively restricted to the reactive repression of 
crime and the maintenance of public order. We must overcome this anachronistic view. The institutional systems that 
act against crime have traditionally been based on reaction and not anticipation. Following this approach, the objective 
of policing has always been reported crime and not its potential existence, ensuring the enforcement of criminal laws 
by repressing offenders. However, the reality requires a change of view in the fight against crime, focusing not on the 
conduct and the investigation and arrest of the perpetrators, but on the assessment and management of the threat of 
crime which in itself is a behavior factor or element that can lead to damage and criminal liability, but by definition has 
not yet made such damage (Moreno, 2009). This reality creates tension in the structures and police procedures 
because both the penal system and the police system were originally conceived as instruments of reactive action 
before the criminal damage had been perpetrated. If traditionally the reactive orientation of the security forces has 
allowed for the strategically-oriented model, based in the response capability against crime, at present several factors 
are affecting police efforts towards a model of prospective strategy in which the effort is focused not on the reaction 
towards the commission of crime, but in anticipating and taking measures to prevent such events from occurring. 
Having lost the initiative to address the proliferation of organized crime in its early stages, now that there´s a will to 
react against its consolidation and expansion, it turns out that, against a backdrop of a multi-faceted and ever-evolving 
security scenario, state bureaucracies remain largely constrained by stagnant functional frameworks. The security 
agencies have become fossilized against a criminality that exploits the advantages provided by globalization, 
asymmetric conflict and its lack of ethical or moral restrictions. This “functional ballast”, added to the State´s own 
territorial and jurisdictional limitations, have hindered the institutional response so far, conferring a bigger advantage 
to organized crime. Consistent with this descriptive framework, the need to address an ever more sophisticated form 
of crime should stimulate a strong commitment towards specialization and diversification.  
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This specialization, in turn, inevitably demands overcoming the traditional and clearly inadequate paradigms, 
opting instead for innovative responses that must be necessarily transversal and integrational (Mellón, Miratvillas and 
Serra, 2012). All this without belittling the reactive activity of the State. Although its effectiveness against organized 
crime has been weakened, it remains an excellent tool for providing citizen security and persecution of crime in 
general. We are witnessing, therefore, a change in thinking on the role of public safety, making way for a prospective 
strategy model in which the institution´s efforts are focused not so much in restoring rights, but in preventing criminal 
behavior from occurring. Thus, the new criminal strategic model is oriented towards the anticipation to said criminal 
behavior. While the reactive model functionally links effectiveness and deterrence, (the greater the repressive activity, 
the greater the deterrence), the anticipatory model assumes a different view that doesn´t focus so much on the 
behaviors and perpetrators but on the assessment and management of a specific criminal threat. It therefore seems 
more appropriate in this area to point to a redefinition of the security model and the fight against crime, so that the 
result is an effective and useful combination of reactive and preventive initiatives. Against this background, one must 
reflect on what role criminal intelligence should play, and what are the characteristics that give it its own identity. It 
should be emphasized that criminal intelligence is only one type of intelligence used to obtain, evaluate and interpret 
information and disseminate the necessary intelligence to protect and promote national interests of any nature 
(political, commercial, corporate) against organized crime, in order to prevent, detect and enable the neutralization of 
those criminal activities, criminal groups or individuals who by their nature, magnitude, dangerousness, etc, endanger, 
threaten or violate the constitutional order, as well as the rights and fundamental freedoms. 

 

Similarly, its usefulness resides in its use as an element of successful analysis of public policies and decisions 
in confronting organized crime. It allocates intelligence capabilities for the analysis of State governance and 
institutional strengthening, to be able to discern well in advance how certain decisions about the management of 
public affairs (resources, goods and services) permit or facilitate the operations and functioning of organizations 
operating outside the law, so as to identify the implications of the decisions taken, and it uses preventive schemes to 
prevent the inadvertent strengthening of organized crime. Having said that, reality forces us to deal with the prevailing 
uncertainty concerning the delimitation of the concept of criminal intelligence. Every day we hear about the mixing up 
of criminal and police intelligence and criminal intelligence and criminal or police investigation. Moreover, this 
confusion is also played out to a lesser extent in other disciplines such as criminology, criminalistics, criminal statistics, 
criminal phenomenology and all sorts of methodologies that are valid for the generation of useful empirical 
knowledge, to obtain a cognitive approach on the criminal phenomenon. Consequently, to speak about criminal 
intelligence and its powers and purpose is not “per se” a particularly peaceful discourse between doctrine and 
intelligence operators. Therefore, it is important to develop some thoughts on how to distinguish one tool from 
another, since the differentiating elements have enough identity to enable us to establish a clear distinction. As a 
starting point, we should review the common origin of both police and criminal intelligence. Not surprisingly, the 
police traditionally have had the duty of dealing with any criminal event as guarantor of the internal security of states.  

 

A police intelligence developed by and for the provision of policing and whose purpose is to provide the 
decision-maker, be it a police officer or a politician, with an informed knowledge for a better management of police 
resources and to maximize their preventive, proactive and also reactive capabilities (Ratcliffe, 2009; Baker, 2009), in 
order to strengthen the protection of public order, social peace and the preservation of coexistence (public safety). In 
my opinion the turning point that breaks the common identification between both, takes place in the last decades. As 
shown in the preceding paragraphs in which I address in a brief and concise manner the transformations that have 
taken place in the current criminal scenario, the phenomenon of organized crime has got an unusual importance to 
date, requiring an intelligence typology that not only covers roughly part of the functions of police intelligence, but its 
specificity (specialization) leads to more extensive requirements in view of the increasing complexity inherent to 
organized crime itself. Not surprisingly, the police themselves have experienced this process of specialization, 
developing specific units to fight against organized crime. These units even have in some cases subspecialties in terms 
of geographical areas, types of crime or other circumstances of police interest. It is in this context that we must locate 
the blossoming of criminal intelligence, divided almost from its origin from what was considered policing, strictly 
speaking, and characterized by a set of features among which we can include similarities and dissimilarities in 
comparison to police intelligence. 
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Criminal intelligence then, not only represents a specific application of the generic capabilities of intelligence, 
that is, limited to the area of security that deals with organized crime, but one can also identify a progressive 
specialization of the agencies, services or units dedicated to it. Equally, the untenable, indissoluble, interweaving of 
criminal intelligence to the sphere of policing as if an Intelligence Service, the Armed Forces or a private company 
versed in the field of security, could not develop applied and circumscribed intelligence on the phenomenon of 
organized crime, that is, criminal intelligence. This prefabricated link can only be sustained in another one of the 
greatest misconceptions that hang over criminal intelligence: that its ultimate goal can only be the arrest of criminals 
(offenders) and therefore, inevitably, their prosecution. Criminal intelligence, by definition, is not abrogated to a 
particular entity but, depending on circumstances (administrative and political) it may well be housed in intelligence, 
either in police units, customs, prisons and even in military organizations. In this regard, one can emphasize that the 
cross-sectional nature of organized crime itself, makes the attribution of powers and competences to a service or 
another by virtue of their competence in the exterior or interior area of security, lack any sort of sense. Given the 
transnationalization of organized crime, the traditional distinction between internal and external security loses its 
functionality, rapidly blurring the boundaries when we refer to the activities run by criminal organizations. Criminal 
intelligence operates equally at both poles of security. However, based on the theoretical distribution of security 
powers among different state actors, internal security has traditionally gone to the Police Forces, while the Armed 
Forces have been responsible for external security. The theory, however, doesn´t always conform to reality. 

 

We must emphasize the holistic nature of criminal intelligence, characterized by approaching the analysis and 
interpretation of an issue or a situation from a multidisciplinary perspective and integrating information from all types 
of sources. This intelligence-producing methodology allows us to address the challenges associated with a broad 
concept of security. It is defined by three basic features: the analysis and interpretation of an issue or a situation from 
a multidisciplinary approach, the integration of information from all sources and its processing by a team (Esteban, 
2007:93). This novel way of understanding and working with intelligence fits perfectly with the cross-sectional nature 
of the criminal phenomenon itself. Criminal intelligence therefore, should be thought of in terms of holistic 
intelligence by definition. Another conceptual confusion to be considered, especially in Latin America given its 
political history and institutional approach, is the identification of criminal intelligence with intelligence developed by 
civilian agencies, to distinguish it from military intelligence. This match between the two intelligences (civil intelligence 
equals criminal intelligence) doesn´t hold up, contributing to distort its proper semantic comprehension. Similarly, the 
adoption or not of a vision where crime predominates, allows us to establish differences between criminal intelligence 
(abstracted from criminal and punitive spheres), and police intelligence, which tends to focus on those areas of reality 
where the likelihood of criminal conduct occurring is more pronounced. Criminal intelligence, therefore, is not 
conducted or doesn´t establish its priorities and objectives under the type or volume of the crimes. It responds to the 
interests and goals previously set by the decision maker, who as a consumer of intelligence previously defines the 
contents of the intelligence product in relation to his/her needs. 

 

Instead, police intelligence prioritizes the identification of criminal factors such as places of habitual conflict 
or what Ericson and Haggerty called the Geography of the problems (Ericson and Haggerty, 1997, p.7), repeat 
offenders, frequent reproduction of criminal conduct, identification of new criminal methodologies; in short, to 
obtain, collect and analyze data and information of interest to the police using the intelligence cycle and obtain the 
resulting police intelligence product on criminals and their activities in order to prevent them from acting. Police 
intelligence draws its analysis from the study of great volumes of information about crime (Cope, 2003, p.341), so as 
to promote law enforcement and the highest yielding preventive and reactive police response (Tilley, 2003) 
Intelligence-led policing reformulates the police institution to make it more effective in the exercise of authority and 
the capabilities assigned to it, maximizing its resources in the fight against crime (Smith, 1994; Cope, 2004; Ratcliffe, 
2004). On the other hand, part of the confusion stems from the identification of criminal intelligence with criminal or 
police investigation, or also with criminal analysis. Regarding the first case, criminal intelligence “per se”, as opposed 
to criminal investigation, doesn´t do infiltrations, surveillance and monitoring. Its central axis is the analysis of the 
organized crime phenomenon. The main idea resides in distinguishing the fieldwork of the information gatherer, from 
the analytical work of the analyst, who remains at a distance from the operational theatre. At the same time, the 
information being gathered through various methodologies (surveillance and infiltration) can have a dual purpose: to 
constitute evidence and clues to apprehend the elements responsible for a crime, and their later prosecution. This is 
criminal investigation, also identified as judicial police work.  
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Alternatively, to equally provide information about the criminal phenomenon, that the intelligence analyst 
(not the police investigator) will employ in the making of the criminal intelligence product. Unlike an intelligence 
analyst, a police investigator is personally involved in the whole process: he/she is directly involved in the collection 
of data using appropriate techniques and, in turn, analyses the data to determine the criminal charges in order to 
gather all of it in his/her analysis, whose recipients will be judges and prosecutors. He/she ensures the element of 
evidence and prevents the escape or concealment of the suspects, in time and according to the procedures prescribed 
in the respective criminal codes. He/she applies all the means and investigation techniques that are needed to recollect 
the evidence regarding the alleged criminal acts and their perpetrators, in accordance with the appropriate criminal 
codes. Moreover, the preventive nature of criminal intelligence makes its activity seem permanent. It doesn´t react to 
the commission of a crime (Criminis notitia) as happens with criminal investigation, but it operates in a constant 
continuum over any individual, activity or organization that could turn into a future threat or is a risk to security. 
When intelligence is late, the crime has already been committed. When the intelligence work has been unsuccessful 
and the criminal act has materialized, it becomes the subject of police investigation and criminal analysis. While 
criminal intelligence has a clear preventive character, it tries to provide knowledge to allow the authorities to anticipate 
and neutralize or dissuade threats, criminal investigation acts in a totally repressive manner, since it only intervenes 
after a specific criminal act, to identify the perpetrators and to provide legal evidence that enables a criminal 
prosecution. 

 

Therefore, criminal intelligence doesn’t essentially pursue the solving of a crime. It doesn´t operate in the 
field of criminal types, but in the vague field of threat, risk and predictive situations. This does not mean that, in 
certain circumstances, it doesn´t require an operationalization of developed intelligence, or at least part of it, to 
implement a police operation (operational intelligence) for the effective neutralization of the criminal threat, or that 
during the development of intelligence analysis some elements liable to be used as evidence in a judicial context, 
appear. In these cases, the dichotomy over the pros and cons of the judicialization of intelligence arises: the evidence 
given by intelligence experts. An option that awakens an arduous doctrinal and conceptual controversy that for the 
moment has not been successfully resolved. The motivation to use intelligence as procedural evidence is directly 
related to the culture of the suppression of evidence and should be understood in terms of exceptionality (ultima 
ratio). This choice is based on the difficulty of apprehension inherent to the phenomenon of organized crime, 
sometimes leading to the search for sufficient evidence to secure a conviction over criminal acts that might otherwise 
prove difficult to prosecute. This option is not without risks and technical difficulties, given the understandable open 
reluctance of analysts to expose themselves at a trial, especially when the respective legislations rarely include 
procedurally valid formulas that do not violate the right of defense of the accused and at the same time safeguard the 
personal safety of the analyst turned expert witness. 

 

What is not in doubt, whether one likes it or not, is that the criminal intelligence product may be used, and in 
fact has been successfully used as evidence (this is a peculiarity of this type of intelligence that aims to replace, where 
deemed necessary and appropriate, the lack of evidence to neutralize the criminal activity). On the other hand, the 
confusion with criminal analysis also has no place, since it includes techniques and procedures used to study crime in 
order to provide law enforcement agencies with useful information designed to encourage the development of 
knowledge about the criminal environment: identifying areas of criminal risk, modus operandi, new criminal acts, 
system vulnerabilities to crime, obtaining criminal patterns and the evolution of criminal phenomenology are all 
among the highlights (Ratcliffe, 2009). All this based on the simultaneous study of crime in an individual way and as a 
whole, establishing in turn, comparisons of a different nature (geographical, temporary, statistical…). In short, to 
know the crime and the environment in which it takes place, its main characteristics, manifestations and effects. To do 
this it uses different techniques and procedures such as data integration, qualitative analysis, research in problem-
solving, creation and interpretation of statistics, time series analysis, demographic analysis, crime mapping, data 
mining and various methodologies to measure crime (Baker, 2009). Even though it is true that criminal analysis 
generates useful knowledge about crime, it should not be confused with criminal intelligence, because this knowledge 
in origin and nature is not an intelligence product (Baker, 2009:6); it has not been obtained by applying intelligence 
processes and its ultimate goal goes no further than to deepen the understanding of a phenomenon, lacking the rest of 
interrelations one would expect from an intelligence product. Nor should we dismiss this kind of knowledge, but we 
must see it instead as highly useful for the development of criminal intelligence.  
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Not surprisingly, there are academic disciplines such as criminology and criminal phenomenology, which are 
intended to study the offense, the offender, the victim and social control, and whose empirical research should 
definitely be taken into consideration as qualified material (knowledge) for the development of criminal intelligence. 
Another favorable factor that generates confusion lies in establishing a differentiating element between criminal 
intelligence and useful information for the prosecution of crime, the exact moment in which knowledge is produced, 
whether it is before or after the crime. The mistake comes from the way the intelligence cycle has been traditionally 
understood. In daily practice it is found that the intelligence cycle phases are not watertight, that between one step and 
the next step in the process there are communicating vessels, that their actions are repeated, its direction is not as 
linear as it might initially appear, that its activities take place in an interrelated manner or even simultaneously. This is 
so, because it is common that data entry occurs incessantly, that the product user changes his/her demands or asks 
for more intelligence halfway through the process, that the emergence of new data leads to a provisional analysis or 
that the urgency of a new matter demands that “untreated” information of great interest is provided to the decision 
makers with few pieces of available data. Therefore, it is necessary to reconsider if the intelligence gathering model is 
the most appropriate, or if on the contrary, others like the model of intelligence focused on the target are better for 
the development of intelligence about organized crime, since this continuous feedback of criminal intelligence 
applying the intelligence cycle generates confusion about the exact phase of the cycle we find ourselves in; whether we 
are in the development phase of intelligence or whether, on the contrary, we find ourselves caught in a perpetual 
information gathering phase simultaneous to consecutive criminal investigations: the continuous influx of new data 
from the commission of crimes generates the erroneous impression that one always arrives too late, resulting in the 
hindrance of any effort to develop criminal intelligence. 

 

This confusion occurs largely because the data collection phase for the elaboration of criminal intelligence 
and the information/evidence gathering phase in police or criminal investigation, on many occasions run 
simultaneously and share the same goals but have different purposes. This circumstance reproduces confusing 
episodes of overlapping where it is difficult to discern the boundaries between both, clearly identifying where one 
begins and the other ends. Setting limits is something that is difficult to carry out, since the very understanding of the 
complexity of organized crime demands an analysis that combines a macroscopic and contextual view (criminal 
intelligence), with a microscopic investigation of specific facts (criminal investigation). The collateral issue is that, 
firstly, the term intelligence cycle has a long tradition and an almost universal and widespread educational use; but on 
the other hand, it is not an accurate representation of the real and daily operation of the production and dissemination 
of intelligence. A proposal that fits with the approach and use of criminal intelligence and could help to overcome the 
current state of confusion is the intelligence analysis focused on the target (Clark, 2004). This model understands the 
production of intelligence as a networked cooperative process where a collective repository is built (on organized 
crime relevant to the security of the State), where all participants can obtain the necessary inputs for their work and 
also contribute their own resources and knowledge. Recalling the diversity of organizations producing criminal 
intelligence of a varied nature, this methodology enriches the criminal intelligence product from a holistic perspective. 

 

The intelligence process focused on the target is described as follows: users who have operational problems 
consult in the repository the current state of the knowledge about a target (for example a criminal organization 
dedicated to transnational drug-trafficking) and identify their information needs; the intelligence analysts working with 
information collectors translate the needs into knowledge pools and information requirements; the collectors get the 
required information and they incorporate it to the shared repository of information about the target; analysts extract 
usable intelligence and supply the users and they in turn can add their own contributions about the target to the 
repository or insert new information needs. Because the perspective that is focused on the intelligence target is more 
interactive, it allows for a better handling of complex problems, like organized crime, specific criminal markets or 
activities. The key to success lies in advancing two complementary and simultaneous lines: understanding a 
phenomenon while interacting with it through interventions that affect them directly or modify their environment. 
That is, the combination of criminal intelligence with neutralization operations of a police (criminal investigation) or 
military nature, which disrupts the activities of organized crime under the prism of target-focused intelligence. This 
represents a complex task, at least for now. 
 

5. – Challenges and Future Opportunities 
 

The development of strategies and more effective tools to neutralize the criminal activity of transnational 
organized crime and to promote cooperation and coordination at the national and international levels, should 
constitute a governmental priority for the 21st century.  
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Initiatives will require changes in attitudes and ways of thinking in the structures of security and intelligence 
organizations and primarily the relationships between them; in conclusion, it is a must to articulate a true Intelligence 
Community capable of connecting the entire cast of actors involved in the intelligence cycle, both producers and 
consumers, managing to incorporate to this community the information that is available throughout the state and 
social fabric, to put it at the service of security. Within the list of possible initiatives, criminal intelligence must aspire 
to something more descriptive than producing reports. To put it simply, strategic analysis, coupled with prospective 
studies articulate the scrutiny of the criminal reality orientated towards the future. To adopt diagnosis not as an end in 
itself but as a means to predict future scenarios, ascribe to them probability and desirability so as to be able to design 
appropriate plans under stated objectives, allowing us to acquire a deep understanding of the etiology of crime and its 
phenomenology. Also, a good criminal intelligence product not only establishes the current situation of the 
phenomenon, but also provides explanations for the existence of this phenomenon and establishes possible 
developments or trends, defining possible or probable scenarios. It also defines the viable alternatives to redirect the 
situation in the most favorable way towards its eradication and control, and establishes the eventual social and 
economic costs resulting from the application of such measures. Similarly, criminal intelligence stands out as an ideal 
tool for developing security strategies to reorganize the procedures and instruments available to governments to tackle 
crime, and to help redefine the objectives in the fight against organized crime: it establishes policy and plans to 
implement and help reach the targets; to identify and understand the elements and factors favoring the emergence and 
expansion of organized crime, paying attention to the appearance of signs and the evolution of risk indicators in order 
to achieve an early detection before they materialize, and the discovery and identification of anything that might 
represent a chance of success for organized crime. 

 

Therefore, its development confers distinct advantages, allowing us to minimize the impact of crime, 
especially when the cost of opportunity when making a decision can even be qualitatively more burdensome or create 
irreparable damage. To sum up, criminal intelligence represents a range of challenges and opportunities. On the one 
hand it allows not only a greater and better grasp of the criminal phenomenon across the spectrum, but it also 
provides an informed knowledge indispensable for the articulation of resources (Formal social control: Criminal, 
security and defense policies, corrections, legislative, police…) at operational, tactical and strategic levels, designed to 
offset the criminal risk. Time will tell whether the fight against organized crime is advancing towards where we want it 
to go or simply advancing from where we can manage it. The key does not lie in considering what we would like 
criminal intelligence to be, rather it lies in determining how far we want to exploit its usefulness, to seriously 
determine its future uses (Sansó-Rubert, 2012). 
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